ENTRUST m

@ PKI

Consortium




Considerations on Establishing a

Post Quantum Security Maturity
Index

PKI
A

Consortium

Global Lead , Accenture Quantum Security
PKI Consortium

Amsterdam, Netherlands
8 November 2023

>
accenture



Outline

01

02

03

04

05

06

07

Quantum Security Overview

Quantum Security Considerations

Quantum Security Regulations and Guidance

The Role of PKl in Quantum Defense

Considering a Maturity Index

Report from FS/ISAC Denver March 2023 Roundtable

Next Steps



The Risk to
Data in Motion ¢
Is Real

Q Day

isComing \ .




QDay

is Coming

It’s Just Math




5 Things You Need To Know

Quantum Security | Overview

Bits On, Off, and Everything in Between
to Qubits Superposition and Entanglement
Quantum o

Computing Factoring is Easy
Counting 2-433-1000...4099 -
Qubits and noise
SNDL .
and Hybrid Shorten the Event Horizon
PNRL Prepare Now Relax Later
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Considerations

Which Sectors are Affected
What Peer Firms are Adopting

Many Common Efforts Underway
Early for Regulatory Drivers
Lack of Clarity of Mission

Who Can Lead
How to Speed Collective Defense
Role of PKl in the Future
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STRATEGIC OBJECTIVE 4.3: PREPARE FOR OUR
POST-QUANTUM FUTURE
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computers so that information is protected against future attacks. Director
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National Cyber

“To balance the promotion and advancement of quantum eomputing against threats posed w digital
systcms, NSM 10, “Promoting United States Leadership in Quantum Computing While Mitigating SUBIJECT: Migrating to Post-Quantum Cryptography
Risks to Vulnerable Cryptographic Systems,” establishes a process for the imely transition of the
ic systems o qu i The Federal

will prioritize the : public networks and systems to quantum-
resistant phy-based 1 develoy v mitigation strategies to
provide cryptographic agility in the face of usknown futue tisks. The peivate sector should fallow
the government’s model in preparing its own networks and systems for our post<quantum future,

Organisations that manage their own cryptographic infrastructure should
actor qguantum-safe transition into their long-term plans and conduct
investigatory work to identify which of their systems will be high priority for
(g Eielal Priority systems could be those that process sensitive personall
data, or the parts of the public-key infrastructure that have certificate expiry
dates far into the future and would be hardest to replace.
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https://www.congress.gov/bill/117th-congress/house-bill/7535

Quantum Defense
across the Financial Sector The Joumey to Quantum Security

The journey has eight maturity tiers including strategy, discovery and crypto inventory, post-quantum

Strategy encryption planning, test, deployment, and continuous crypto maintenance and development.

e Education o PPN £: I Evergreen New
Manaced algorithms, threats, new

* Ecosystem N g APIs, new automation

. O Level 7 Roll Out Crypto agility
* Budgeting S Roll out network implementation,
“ 6 Onsite, Hosted

Level 6 Limited Trials Build out pilot
I CEMIEE|S project for crypto agility

Discovery

¢ Manual Ry i
o eve .
PQE Test Environment QRNG,
* Tools E PQE Test t test NIST algorithms, crypto
e Al — gyiiohmen agility tools
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PQE Architecture Vendor

Remediation . selections, crypto agility
Level 3

* Post Quantum Crypto , Ecosystem g:::z::t??o\lf:ng;;

* Crypto Agility S8 Source

* Quantum Key Distribution | Level2  Discovery Crypto, PKI,

Discovery Random Numbers

Level1 Strategy Quantum readiness

strategy, Q risk analysis,
E QS UieRy people, process, budget
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Public Key Infrastructure — the highly sophisticated chain on trust established over many
years.

Business are impacted dramatically, because they need to rely on third parties for Public PKI and they
need to update their own Private PKI otherwise their user ids, access points, and applications will be

vulnerable.

;s = ) . ’ . . Three-Tier CA Hierarch . .
Public vs Private: Which Do You Need? PKI Architecture When Using a Public CA y Private PKI (Private or Internal CA)
. M=
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Secure Your Public Network Private Network Resources | | |  [i]  |/  PublicCA’sSecureFacility N1 | | gprocedures Few to no customizations can Request - Lo i .- CAServers Severs || Portal Policies
be made to public CA e O.. ... D
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each certificate mustmeet Bl | oo Intemediate CA Criicate Private Private PKI | [ Certificate ~ Server & PKI PKI Backup Key  Centificate
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o
(CA/B Forum) requirements. —— - ﬂ
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Softwar Email Messages User s Intranet Apps H 1 ; Public CA = 2 Certificate Profiles CRLs  OCSP Certificate  IT Support | | Business Continuity &
Executables VT ublicty Truste I'd ! (Coniicate sesusmen & E! Managers Disaster Recovery Plans
H ' nline K ificate. line te
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There are internal and The process to issue, renew, and update certificates is Changes take time to It requires a dedicated team
external PKI well established, but is laborious, complicated, and ripple down the chains of within the security organization to
infrastructures. business critical. trust. manage and operate PKI.

> Source: https://www.thesslstore.com/blog/pki-architecture-fundamentals-of-designing-a-private-pki-system/ 11



https://www.thesslstore.com/blog/pki-architecture-fundamentals-of-designing-a-private-pki-system/

HYBRID APPROACHES FOR MIGRATING PKIi
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Considering a Maturity Index

POTENTIAL BENEFITS

* Improve Quantum Defenses
* Consistently Measure Progress

e Share Knowledge

* Prioritize Actions and Budgets



Considering Maturity Index Domains and Levels

1. PQE Strategy
The process of
building strategy
begins with analysis
and collaboration,
assisting client
leadership to create
a strategic Quantum
readiness roadmap
based on the
corporate vision.

2. Discovery

Based on the client’s needs, high

value scanning tools combine
with SME analysis to discover and

remediate crypto components

within your environment.

4. PQE
Architecture

Develop a fully
integrated crypto
agility architecture

for migration to

:

3. Eco-System Connections
Reveals the origin, lineage, current
capabilities, and reliable roadmaps

of 3 party crypto enabled products
and services in your extended
environment. Set benchmarks and
interoperability over time.

quantum safety.

5. PQE Test
Environment
Establish a test bed for
seamless deployment
and testing and gives
visibility to interop,
performance, and scale
for crypto agility
outcomes.

6. Limited Trials
Leverage tools and PoC,
advanced crypto agility

techniques, approaches,
and technology tools to
rapidly deploy solutions
across selected client
environments.

7. Roll Out
Migration integrates
enterprise data and crypto
into one platform, allowing
end users with automated
access to decision-ready
information and accelerating
time-to-insights.

8. Manage
Evergreen. New algorithms, new APls,
new automation orchestrated and
managed recommend linking to
Quantum Security Managed Services.




Report from FS/ISAC Denver March 2023 Roundtable

o FS-ISAC About Us Our Offerings Events Insights

Summary of
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from

Roundtable
Participants

2023 Americas Spring Summit
Denver, Colorado

19-22 March 2023

Copyright © 2023 Accenture. All rights reserved. 16



Next Steps

Non-binding Shov
WEF talk

Product Ve




QUANTUM SECURITY GLOBAL LEAD

Tom Patterson | Accenture | Tom.Patterson@accenture.com

BACKGROUND

Tom is the Managing Director for Emerging Technology Security at Accenture, recently joining the leadership team to continue his mission to
secure the world’s critical infrastructure through the secure application of quantum, Al/ML, 5/6/g, and space technologies. His background in
national policy, emerging technology, and as a CISO provides necessary perspective to defend and prosper with the technology used to

compute, communicate, and make decisions.

EXPERIENCE (Selection)

Accenture Global Quantum Security Lead

Leads development and operations of global quantum security
group, including quantum vendor

database, post-quantum testbed, and quantum security strategy.
Works with leading vendors of crypto discovery and crypto agility
products and services.

Post-Quantum Crypto Agility

Project lead for a global 1000 company’s post-quantum strategy,
crypto discovery, crypto provenance, crypto agility architecture, and
successful roll out to key applications. Implemented orchestrated
crypto agility integrated with threat intelligence feeds for very
critical operations.

Post-Quantum Encryption

SKILLS and CERTIFICATIONS

* Post-Quantum Security
* Crypto Agility

* Al/ML Security

* 5/6/g Communications
* Space Security

* OT/SCADA

* Trust

* Resilience

Project lead for a communication (UCC) workspace platform’s
upgrade to integrate quantum resistant algorithms. Use of NIST
candidates Crystals-Kyber and Crystals-Dilithium cryptographic
algorithms, integrated into the messaging layer security encryption.
Resulted in first commercial UCC product to fully implement PQE.
Post-Quantum Strategy and Discovery

Project executive for post-quantum security strategy and discovery
at a large financial institution. Project scans, classifies and evaluates
global networks and applications for quantum risk.

INDUSTRIES

Financial

* Energy

* Communications
* Manufacturing

* Technology

* Transportation

* Healthcare

* National Security
* Five Eyes
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