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Quantum Threat

VPN



Standardization and Regulations
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NIST Call for Additional Digital Signature 

https://pqshield.github.io/nist-sigs-zoo/ 

https://pqshield.github.io/nist-sigs-zoo/
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(Inter)National Agencies



Implementation
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PQC Families
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Parameters

RSA

§ Key length e.g.: 2048, 3072

DSA

§ Key length e.g.: 2048, 3072 

§ Hash function e.g.: SHA-1, SHA-2
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Complexity

RSA

§ Choose prime 𝑃 and 𝑄

§ Compute 𝑁	 = 	𝑃𝑄, 	φ(𝑁) 	= (𝑃 − 1)(𝑄 − 1)

§ Choose public key 𝑒: 2	 < 	𝑒	 < 	𝜑(𝑁)

§ Compute secret key 𝑑: 𝑑	 = 	 𝑒!" 𝑚𝑜𝑑 𝜑(𝑁)

DSA

§ Choose Prime 𝑃 and 𝑄: 𝑄 divides 𝑃 − 1

§ Choose ℎ: 2	 < 	ℎ	 < 	𝑃 − 2

§ Choose secret key 𝑥: 1	 < 	𝑥	 < 	𝑄 − 1

§ Compute 𝑔	 = 	ℎ #("#$)
&	

§ Compute public key 𝑦	 = 	𝑔$	𝑚𝑜𝑑	𝑃
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Internet Protocols Stack



55Public

Internet Protocols Stack

SIZETIME

Requirements
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Sizes
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TLS

§ Client and Server communicate through    

public channel
– Exchanged data must be encrypted

§ Handshake Protocol
– Negotiation of encryption parameters (cipher suite, 

compression, …)

– Authentication of server (mutual authentication 

possible) à requires digital signature

– Secure exchange of session keys à requires key 

exchange/key encapsulation mechanism
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PostgreSQL: Frontend-Backend Protocol

Connection with TLS:

TLS Handshake

Everything from 

down here is 

encrypted

Retrieving data:

Postgres, PostgreSQL and the Slonik Logo are trademarks or registered trademarks of the PostgreSQL Community Association of Canada, and used with their permission.

https://www.postgresql.org/docs/https://link.springer.com/chapter/10.1007/978-3-031-10684-2_15 

https://www.postgresql.org/docs/
https://link.springer.com/chapter/10.1007/978-3-031-10684-2_15


Integration and Migration
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Quantum Uncertainty

Source: https://csrc.nist.gov/csrc/media/events/workshop-on-cybersecurity-in-a-post-quantum-world/documents/presentations/session8-mosca-michele.pdf

https://csrc.nist.gov/csrc/media/events/workshop-on-cybersecurity-in-a-post-quantum-world/documents/presentations/session8-mosca-michele.pdf


61Public

Hybrids

Post-QuantumPre-Quantum Hybrid
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Hybrids

Post-QuantumPre-Quantum Hybrid

RSA/DH

KYBER

KDF

Hybrid Key Encapsulation Mechanism Hybrid Digital Signature



64Public

Crypto-(non)agility

§ Hardcoded crypto parameters

Crypto-inventory

§ Which crypto is used where in code/protocols/etc.?

New requirements

§ Decryption failure, state, size, etc.

More Challenges
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Quantum-Safe TLS in PostgreSQL

Postgres, PostgreSQL and the Slonik Logo are trademarks or registered trademarks of the PostgreSQL Community Association of Canada, and used with their permission.

https://www.postgresql.org/docs/

https://github.com/postgres/postgres

https://www.openssl.org/

https://openquantumsafe.org/

https://link.springer.com/chapter/10.1007/978-3-031-10684-2_15 

https://www.postgresql.org/docs/
https://github.com/postgres/postgres
https://openquantumsafe.org/
https://openquantumsafe.org/
https://link.springer.com/chapter/10.1007/978-3-031-10684-2_15
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PostgreSQL TLS-Handshake on LAN: ECC vs. Quantum-safe

Latency: 0.98 ms

Postgres, PostgreSQL and the Slonik Logo are trademarks or registered trademarks of the PostgreSQL Community Association of Canada, and used with their permission.

https://link.springer.com/chapter/10.1007/978-3-031-10684-2_15 

https://link.springer.com/chapter/10.1007/978-3-031-10684-2_15
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PostgreSQL TLS-Handshake on WAN: ECC vs. Quantum-safe

Latency: 140 ms

Postgres, PostgreSQL and the Slonik Logo are trademarks or registered trademarks of the PostgreSQL Community Association of Canada, and used with their permission.

https://link.springer.com/chapter/10.1007/978-3-031-10684-2_15 

https://link.springer.com/chapter/10.1007/978-3-031-10684-2_15
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PostgresSQL TLS-Handshake Bandwidth

https://link.springer.com/chapter/10.1007/978-3-031-10684-2_15 

https://link.springer.com/chapter/10.1007/978-3-031-10684-2_15
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Implementation challenges

q The State

§ Part of private key – must be updated

q State Management

§ Read à Sign à Update à Save

q Hardcoding

§ Hardcoded  verification algorithms

Other Issues

q Serialization

§ Invalid signature after updating and storing

Stateful Hash-based Signature



Takeaways
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Standardization and Regulations

§ Different players à several standards/recommendations à Interoperatbility 

§ PQC Immaturity  

Implementation

§ PQC Complexity à too many parameters, complex algorithms 

§ PQC Diversity 

Internet Protocols

§ Requirement on runtime 

§ Requirement on packet size

Integration and Migration

§ PQC uncertainty

§ Hybrids, crypto-(non)agility, crypto inventory, new requirements 

Summary
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Stay tuned

§ Visit: NIST PQC Website, NCCoE Migration Website

§ Attend PQC events: Like this one, NIST PQC events etc.

Start preparing now

§ Various APIs: Open Quantum Safe (OQS) library and other APIs

§ Crypto-Inventory

§ Crypto-agility for new software version

§ Migration plan à See NIST, BSI, ANSSI, NCCoE, etc.

Recommendations



Thank you.

Contact information:

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to SAP Materials for general audiences.

anselme.tueno@sap.com 

Anselme Tueno

~ NIST NCCoE

https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms

mailto:anselme.tueno@sap.com
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms
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